Demo: Ul Based Attacks in WebXR
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Background & Motivation

Malvertising Attack

WebXR enables immersive AR/VR experiences through browsers on
head-mounted displays (HMDs).

Security-sensitive Ul properties (e.g., transparency, synthetic
Input) can be exploited for Ul-based attacks [1,2,3].

Unlike the standard web, WebXR lacks <iframe> like element that
separates execution of different origins.

Third-party entities, such as advertisements, share the same
scene as other objects within the publisher’s WebXR site.

Our prior work [3] identifies five novel Ul-based attacks in WebXR
that exploit the advertising ecosystem.

This demo integrates these attacks in a gaming environment into
distinct interactive scenarios to show their effectiveness.
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Example Of Exploitable Ul Properties
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Beneficial Use Cases

Transparency creates visual effects (e.g., depth, flowing water,
shattering glasses).

Same place overlapping objects create complex scene with
Intricate architecture.

Synthetic input can be used for dynamic object interaction.
Auxiliary screen can be used by developers for debugging.
Programmatic screenshot capture can be used for automated
testing, media sharing etc.

Gaze-fusing override provides faster and more precise interaction.
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Takeaways & Future Directions

Ul Based Attacks

These Ul
ecosystem.
Advertiser, ad service provider, and developer - any of these entities
can act as an adversary.

These attacks compromise user autonomy, leading to data theft
and malware downloads onto the user's system.

Additionally, these attacks can cause financial or reputational
damage to the ad stakeholders.

properties can be exploited In WebXR advertising

* The Ul properties can be exploited knowing or unknowingly, raising
the risk for Ul based attacks with integration of third-party objects.

* Critical need for user-centered design approaches that maintain
action awareness in immersive environments.

* To investigate whether developers encounter challenges in
Integrating third-party objects into immersive scenes, and to
Identify those challenges.
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Survey QR Code
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