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Attack Category Description

 Click Manipulation (A)
Generates revenue from 
unintentional ad clicks. 

 Peripheral Exploitation (B)
Inflates ad impressions or 

clicks by exploiting blind spots.

 Functionality Disruption (C)
Prevents users from 

performing intended actions. 

 UI-based Privacy
   Leakage (D)

Extracts sensitive user 
information. 

# Logger Component Purpose

Environment  Scanner Detects new entities and attaches Tobj 
and DPobj logger components.

 Tobj  and DPobj  Logger 

Logs focus initiation, removal, and click 
events on Tobj and DPobj. Also detects 
intentional/unintentional actions and 

tracks DPobj movements.

Cursor Event Logger Captures simultaneous interactions 
with multiple objects via a single cursor.

Camera and Gaze 
Logger Estimates user position and attention.
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• Developers can analyze user attention and interactions to optimize 
content placement and detect unintended interactions with third-party 
elements (e.g., ads).

• Development frameworks and platforms can identify malicious 
activities and warn users of UI manipulation threats.

• Future work will include detecting multiple attacks simultaneously and 
applying machine learning based techniques to preserve user 
autonomy in immersive environments.
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• WebXR enables immersive AR/VR experiences through browsers on 
head-mounted displays (HMDs).

• Security-sensitive UI properties (e.g., transparency, synthetic input) 
can be exploited for UI-based attacks [1,2,3].

• Our prior work [3] identifies four categories of UI attacks:
(A) Click Manipulation, (B) Peripheral Exploitation, (C) Functionality 
Disruption, and (D) UI-based Privacy Leakage.

• To assess the impact of these attacks on users, we developed a 
logging framework that captures fine-grained 3D interaction data.

• Integrated 14 UI-based attacks from four attack categories into four 
WebXR apps (gaming, shopping, reading, travel), implemented using 
A-Frame and Three.js.

• Labeled any objects related to the task as Tobj and others potentially 
linked to dark pattern (e.g., ads) as DPobj .

• Designed a modular logging framework with a single-entry point and 
embedded it into each app.

• Conducted a between-subjects, in-lab study with 100 participants.
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