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* WebXR enables immersive AR/VR experiences through browsers on
and DP,,; logger components.

head-mounted displays (HMDs).

 Security-sensitive Ul properties (e.g., transparency, synthetic input)
can be exploited for Ul-based attacks [1,2,3].

e Our prior work [3] identifies four categories of Ul attacks:
(A) Click Manipulation, (B) Peripheral Exploitation, (C) Functionality
Disruption, and (D) Ul-based Privacy Leakage.

* Jo assess the impact of these attacks on users, we developed a
logging framework that captures fine-grained 3D interaction data.
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+ Integrated 14 Ul-based attacks from four attack categories into four Aggregated User Clicks and System Performance Overhead
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* Conducted a between-subjects, in-lab study with 100 participants.
Takeaways & Future Directions

Design of Logging Framework

* Developers can analyze user attention and interactions to optimize
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