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• WebXR enables immersive AR/VR experiences through browsers 
on head-mounted displays (HMDs).

• Security-sensitive UI properties (e.g., transparency, synthetic 
input) can be exploited for UI-based attacks [1,2].

• Unlike the standard web, WebXR lacks <iframe> like element that 
separates execution of different origins.

• Third-party entities, such as advertisements, share the same 3D 
scene as other objects within the publisher’s WebXR site.

• These UI properties can be exploited to integrate dark patterns, 
undermining user autonomy.
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Proposed UI-Based Attacks

User Study Design

Security-Sensitive UI Properties

• We identify 14 security-sensitive UI properties.
• These properties can be beneficial – 
▪ Transparency -  depth, motion, shadow, water effects.
▪ Overlapping objects – complex scene architectures.
▪ Synthetic input – dynamic object interactions.
▪ Auxiliary screen – debugging.
▪ Sequential rendering – performance optimization.

• However, these can be exploited to integrate dark patterns.

Taxonomy

       Click Manipulation: Generates revenue from unintentional
 ad clicks

 

Peripheral Exploitation: Inflates ad impressions or clicks by 
exploiting blind spots 

Functionality Disruption: Prevents users from performing 
intended actions 

UI-based Privacy Leakage: Extracts sensitive user information

• Threat actors in WebXR ad ecosystem - developer, ad service 
provider, and advertiser. 

User Study Framework

Log Framework

Interaction Metrics

User Study Results

Discussion

• Presence (P): User’s focus on task.
• Safe Engagement (Es):  Impact on user interaction with task under 

attack conditions.
• Malicious Attention (MA): Unintended clicks on advertisements.
• Blind Spot Rendering Fraction (BSRf): Advertisements rendered 

outside the FoV.

• Most of the attack categories go 
unnoticed by users.

• Attacks are effective in 
achieving their objectives.

• Impact of the attacks 
generalizes to different apps.

• Attacks force users to shift their 
engagement with the given task.

• The beneficial UI properties of WebXR can be exploited for malicious 
purposes, such as by leveraging the advertising ecosystem.

• Developers and platform owners can use the list of identified 
properties and attacks to secure user interactions in WebXR.

• Future work includes automatic detection of these UI-based attacks.

Key References

Research Overview

• We systematically investigate the UI properties enabling various UI-
based attacks exploiting WebXR ad ecosystem and propose a 
taxonomy of such attacks.

• We also investigate the impact of these attacks on user perception 
and interaction behavior.

       
Log Framework: Captures user intended and unintended 

interactions with objects part of main scene and others such as 
advertisement

 
Interaction Metrics: Obtains meaningful quantitative insights 

from collected logs

Applications: 4 apps x 14 attacks and 4 control group apps 
incorporating the logging framework

Continuous monitoring of objects 1

Captures 3D spatial data related to click and focus events, 
identifies events as intentional or unintentional
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Captures simultaneous interactions by
 single cursor
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Estimates user’s position and attention4
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