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Background & Motivation User Study Design
* WebXR enables immersive AR/VR experiences through browsers . 8 Approve :
on head-mounted displays (HMDs). App Ak PR { b |
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separates execution of different origins. ( l, ) Qﬂ%ﬁ Eo
 Third-party entities, such as advertisements, share the same 3D | Gi"l"s'gJ[ Riff'?“[ Shﬁ'i"é"g.ﬁ][ Tf?'z} = qualtrics™
scene as other objects within the publisher’s WebXR site.
* These Ul properties can be exploited to integrate dark patterns, User Study Framework
undermining user autonomy. - : : ~
Log Framework: Captures user intended and unintended
Research Overview [% interactions with objects part of main scene and others such as
» We systematically investigate the Ul properties enabling various Ul-  \. advertisement Y

based attacks exploiting WebXR ad ecosystem and propose a Interaction Metrics: Obtains meaningful quantitative insights

taxonomy of such attacks. . from collected logs )
* We also investigate the impact of these attacks on user perception .. A
and interactioniehavior P P P 5y Applications: 4 apps x 14 attacks and 4 control group apps
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Security-Sensitive Ul Properties
Log Framework
* We identify 14 security-sensitive Ul properties. ; : —— :
e These properties can be beneficial - \ 0 Continuous monltorlng of ObJeCtS
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- Transpargncy .depth, motion, shadow, Wgter effects. o Captures 3D spatial data related to click and focus events,
" Overlapping objects —complex scene architectures. identifies events as intentional or unintentional
= Synthetic input — dynamic object interactions. > {
= Auxiliary screen —debugging. o Captures simultaneous interactions by
= Sequential rendering — performance optimization. . single cursor )
* However, these can be exploited to integrate dark patterns. e w
(4] Estimates user’s position and attention
Proposed Ul-Based Attacks ) .
* Threat actors in WebXR ad ecosystem - developer, ad service Interaction Metrics
provider, and advertiser. * Presence (P): User’s focus on task.
redirectedweb pageimthe s Oafe€ Engagement (E): Impact on user interaction with task under
browser (auxiliary screen) | attack ConditionS.
: isually Jm * Malicious Attention (MA): Unintended clicks on advertisements.
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two objects.
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* The beneficial Ul properties of WebXR can be exploited for malicious
b > purposes, such as by leveraging the advertising ecosystem.

| T G * Developers and platform owners can use the list of identified
T ’ properties and attacks to secure user interactions in WebXR.
Taxonomy * Future work includes automatic detection of these Ul-based attacks.

Acknowledgements

Click Manipulation: Generates revenue from unintentional

ad clicks This work was partially supported by NSF grants CNS-2144645 and I1S-

} 2229876. The findings and recommendations in this work are those of
J the authors and do not necessarily represent the views of the NSF.

References & Paper Link

34™ USENIX
Key Reforences

exploiting blind spots

[1] Hyunjoo Lee, Jiyeon Lee, Daejun Kim, Suman Jana, Insik Shin,
and Sooel Son. 2021. AdCube: WebVR Ad Fraud and Practical
Confinement of Third-Party Ads. In USENIX Security.

[2] Kaiming Cheng, Arkaprabha Bhattacharya, Michelle Lin, Jaewook
Lee, Aroosh Kumar, Jeffery F. Tian, Tadayoshi Kohno, and Franziska
Roesner. 2024. When the User Is Inside the User Interface: An
Empirical Study of Ul Security Properties in Augmented Reality. In
USENIX Security.

Functionality Disruption: Prevents users from performing
Intended actions

{ é Peripheral Exploitation: Inflates ad impressions or clicks by

{,O Ul-based Privacy Leakage: Extracts sensitive user information




	Slide 1

